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Agenda 
 
• Open Source 
• OSS Compliance 
• OSS Security 
• Open Source Components 
• Open Source Governance 
• Open Source Vulnerability Assessment 
• Open Source Risk Remediation and 

Auditing 
• Customers 



Who are we - Lyra Infosystems 

 

Lyra Infosystems is the Technology Services & IT Consulting Company, headquartered in 
Bangalore with offices in Delhi, Mumbai and Singapore 

 

Lyra Infosystems Pvt Ltd are the authorised Premier partners of Flexera in the Indian and ASEAN 
subcontinent. 

 

We also have extensive expertise in the domains of Software Composition Analysis, Open 
Source Security, OS Compliance, OS Audits, Opensource Vulnerability Assessment, Open Source 
Support, Legal re-mediation, DevOps/DevSecOps, Remote Support, Open Source Monitoring, 
Privilege Identity & Access Management, Open Source ERP/CRM & Cybersecurity. 

 

 

 

 



 
“Open source software (OSS) industry saturation is complete: today, 95% of mainstream IT 
organizations leverage nontrivial open-source software assets within their mission-critical IT 
portfolios — whether they know it or not.”. 
 
                                            - Gartner Hype Cycle for Open-Source Software, 2016, July 2016 



 
 
                                             

Open Source - Building Software the NEW way!  
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Open Source - Boon or Threat? 
 
Today, developers are leveraging more than 50% of open source software (OSS) in their proprietary 
applications to create  things faster, better and cheaper, speed up time to market and drive 
innovation.  
 
In this new environment, security vulnerabilities, data breaches & compliance lawsuits are real 
concerns. So you need to have full visibility for your code. 



At the same time... Security threats are Increasing too... 
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$300M 
2014 

OSS Non-Compliance can prove to be COSTLY! 

Case from 2014 



And the list goes on... 

$100M 
Cokinetic Systems Sues 
Panasonic Aviation 

July, 2017 

$2.7B 
Artifex Software 
           Vs 
       Hancom 
 

Google Anti-trust Lawsuit 

July, 2017 
May, 2017 



What are you Concerned about ? 
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See the light with Lyra! 

 L y r a  h e l p s  
t o  S t a y  
C L E A N   

S e l e c t  
Secure OSS Components 

M a n a g e  
OSS Vulnerabilities 

C o m p l y  
With OSS Licenses 

Tr a c k  
OSS Usage 

S t a y  A l e r t  
To New OSS Vulnerabilities 

A single integrated solution for OSS License Compliance and Vulnerability risk 



What can you achieve with Lyra OSS solution 
Discover and Track All Open Source 
 
 

 
 

 
 
Hardcore Analysis — High Level to Detailed 
 
• Patented scan and analysis flexibility for varying business needs 
 
Set and Enforce Policies 
 
• Automate the Open Source approval process, and set usage & remediation guidance 
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What can you achieve with Lyra OSS Compliance 
Proactive and Continuous Monitoring 

 
• Actionable alerts via email for newly discovered vulnerabilities in current and shipped products 

 
Integration Into Your Build Environment 
 
• Integrate with popular build tools. Use REST APIs and SDK to build your own integrations. 
 
Stay Compliant with Licenses 
 
• Compliance with open source licenses and obligation management 
 
Pro-Tip: Lyra arms you with the largest open source knowledge base, including more than 14 million components and 

support for 25+ languages and 70+ extensions. You can get access to vulnerability data from multiple sources, including 

NVD and Secunia Research. 



Why Lyra OSS is the best CHOICE for you! 

• DB of Over 14 million open source components wtih support for 25+ languages, 70+ 
extensions 

• We have a complete understanding of Open Source Vulnerabilities 
• You get complete info about multiple sources of vulnerabilities from large database 
• We make use of Third Party and Commercial Detection Techniques 
• Copyright, Email/URLs, code snippets, dynamic search terms, search strings in binaries and 

other detection techniques ensures accurate Bill of Materials (BOMs) 
• Highly skilled and experienced OSS experts 
• We help you develop and continuously improve your Open Source Management process and 

audit analysis 
• Deliver secure and quality products to your customers 

       Are you still shipping vulnerable code ? 



It's easy to get started! 
Integrate security scanning early in your build/development cycle 



Security Scans 
Get Automated high level analysis of all your Code 



3 Levels of Depth of Analysis  

L o w  R i s k  

Package Analysis 
Build Dependencies 

M e d i u m  
R i s k  

+ Scan Evidence for 
Prioritized Analysis 

H i g h  R i s k   

+ Source code 
fingerprint analysis 



End-to-End visibility of Open Source Use 
Detailed dashboards to identify and track open source assets 

Get answers to questions like 
where: 

• Am I exposed to a specific 
vulnerability? 

• Am I exposed to P1 licenses issues 
and high severity vulnerabilities? 

• Are my components outdated? 

• Should I focus my limited analysis 
resources? 



Hassle-Free Compliance Management & Open Source Security by Lyra 

– Reduce remediation cost by identifying vulnerabilities early in the software development 
lifecycle – Continuous Integration. 

– Never miss any evidence of Open Source Starting from package analysis and drilling down into 
detailed analysis any code 

– Integrate into your existing IT systems with REST APIs and an SDK at No Additional Cost 
– Policy automation to set and enforce company-wide open source policies 
– Continuous Proactive Monitoring of your open source assets. Receive timely alerts for new 

vulnerabilities 
– Choose from a hands-on-approach or an automated approach 



Managing Open Source Components 

We help businesses promote the use of open source software while mitigating security risks 
through comprehensive OSS Logistics solutions by:  
 
• Automatically identify open source security vulnerabilities 
• Assess and remediate known vulnerabilities 
• Continuously monitor your codebase for future security vulnerabilities 
• Discover and track what specific open source components are in use within their 

applications 
• Identify security vulnerabilities reported against specific open source software components 
• Assess which specific applications use components with known vulnerabilities 
 



Open Source Governance 

Leverage the power of open source technologies to automate the key governance processes such as: 
 
• Searching for and selecting the right open source software (OSS) 
• Obtaining approval for that code use 
• Cataloging components for reuse and standardization 
• Comprehensive component metadata, including license information and security vulnerabilities 



 
Open Source Vulnerability Assessment 

Understanding your vulnerability profile is the first step in building an action plan to manage 
your open source use.  Using the vulnerability assessment profile we can help you: 
 
• Prioritize the most critical issues and quickly start on the road to proactive open source 

management 
• Improve your code quality  
• Realize cost saving from code standardization & reuse opportunities 
• Reduce security & operational risks 

 
 
 



Open Source Risk Remediation and Auditing 

What open source 
components are present in 

your code base? 

Which open source 
licenses and known 

security vulnerabilities 
does your code contain? 

Where is open source code 
being used across your 

application portfolio?  

Which 

Where 

What Security Risk 

Legal Risk 

Operational Risk 



Remediation Services 
 
 
Vulnerability - Fixing 
Porting - Product re-architecting  
Version - Product re-architecting  
Educating - Guide the development team for FOSS usage 
Compliance - Seek exceptional permissions from the Contributors 
Anonymous license negotiations on behalf of clients 
 
 
 
 



Trusted by the world's best!  

12 

You can be ONE too! 



Next Steps! Share us some Code! 
Headquarters - Bangalore 
Lyra Infosystems Pvt. Ltd 
Ph: +91 80 4040 8181 | +91 80 4146 8078  

India North - Gurgawa 
Ph: +91 124 420 6939 | +91 124 420 5987  
 
India West - Mumbai 
Ph: +91 22 6608 9618 | +91 22 6608 9553  
 
Singapore 
Ph: +65 6809 7539 | +65 6809 7701  
 
 

You can always reach our sales rockstars at sales@lyrainfo.com or info@lyrainfo.com 

sales@lyrainfo.com
info@lyrainfo.com
info@lyrainfo.com

