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We are a Enterprise Technology Services & IT Consulting Company, headquartered in

Bangalore with offices in Delhi, Mumbai and Singapore.

With more than 12+ years of practical industry experience, Lyra Infosystems has been
mainly focused in helping businesses in technology areas like Software Composition
Analysis, Open Source Security, OS Compliance, OS Audits, Opensource Vulnerability
Assessment, Legal re-mediation, DevOps/DevSecOps, Remote Support, Priviledge

Identity & Access Management & Cybersecurity.

Lyra Infosystems is the first Indian company to achieve Open Chain conformant status

with extensive experience of helping companies globally to adopt Open Source

software.
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‘Partner of the Year’

Award - BlackDuck First Overseas office

in Singapore

Extended

operations to Delhi Inaugurated office in

. ‘Partner of the Year’ Partnership with Flexera o .
Mumbai Award - Bomgar Partnership with Icinga

Flexera- SAM & SVM

Launched in ‘Partner of the Year’ Yt Gold Partner with i
Bangalore Award - BlackDuck | Verizon Digital Media \gh,
‘Partner of the Year’ Services

“Bomgar Certification”
for excellent customer
service

Award - BlackDuck
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We understand your consulting needs from a holistic perspective. Our deep, functional expertise, enables

efficient resolution of critical issues across any scale.

Y

axD)

Assess

Open Source security &
compliance

DevOps needs of an
organization

Ongoing and new RSM,
PIM and PAM needs
Open Source software
usage and practices

CRM and ERP practices in
place

Implement Support
* OS Policies and practices * Dedicated team for 24/5
* End-to-end DevOps premium level support

New RSM solutions or
upgrade existing ones
Open Source technologies,
manage & maintaining
them

Customized services for
existing & new ERP and
CRM systems

Manage

Operational risks
Defects, bugs, and
vulnerabilities

Process improvement
Product enhancement
Changes and
improvement to policies




Free software does not require you to pay license fees, but costs for
implementation, training and maintenance still persist. New patches
and updates in OSS often taken time to be made public thus depriving
you of new features in the long run! That's where we can help!

Lyra helps to reduce your dependency on vendors by providing solutions
that improve productivity while simultaneously shielding against
Intellectual Property Rights (IPR) infringements.

We provide very niche SLA-driven commercial support and services on all
the free open source software available.

Lyra also provides professional consultation, services, implementation,
upgrades, operations and support on any free open source software.

Free and Open Source: Enterprise Support Is Needed

However, Problems

Abound

Despite the popularity

of free and open source
software, 75%0 of
respondents say that it
has caused an issue for
their operation in the
last 12 months. What's
worse, those issues

CIO INSIGHT

Free and Open Source: Enterprise Support Is Needed

Enterprise

Support
, 27%

Needed

A lack of
enterprise-grade
support for free
and open source
software is the

chief complaint of

27 % of companies..

CIOINSIGHT
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We can help you provide support and assistance in below technologies. e
» Configuration Management [ DevOps: * High availability: GitLab, DRBD, Heartbeat, keepalived,
Ansible, Cfengine, Foreman, Puppet pacemaker [ Corosync
« CMS: * Infrastructure:
django CMS, Drupal, Typo3 BIND, Elasticsearch, FAI, FreelPA, FusionDirectory, GOsa2, OPSI,
Kibana, OpenLDAP, OpenStack, Samba
« Databases:
Cassandra, MariaDB, MySQL, PGAdmin, PGBouncer, PGBackrest, * Logging:
PGBadger, PostGlS, PostgreSQL, Slony-l Graylog2, Logstash, rsyslog
* Desktop: *  Mail:
Gnome, KDE, LibreOffice Amavis, Courier, Cyrus, Dovecot, Exim, Postfix, Sendmail
* Development: * ERP/Groupware:

Git, GitLab, Jenkins Odoo, Open-Xchange, Zarafa, Zimbra
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e Security:
ClamAYV, EJBCA, ferm, Open Security Filter, OpenVPN, SpamAssassin

* Storage:
Ceph, GlusterFS, Open-iSCSI

e Container [ Virtualization
Docker, Ganeti, KVM, Openshift, OpenVZ, oVirt, ProxmoxVE, Vagrant, Virtualbox, Xen

Monitoring:
Grafana, Graphite, Hobbit, Icinga, Icinga2, Munin, Nagios, NagiosGrapher, NagVIS, Prometheus,
Xymon

e Operating Systems:
CentOS, Debian, FreeBSD, Red Hat Linux, SUSE, Ubuntu

* Web:
Apache, Django, HAProxy, nginx, Pylons, Squid, Tomcat
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OSS Audits and Compliance

OSS Audits provides you information about

* What open source software (OSS) is present in your code.

* What Licenses that OSS falls under.

*  Whether you’re adhering to all of your License requirements.

* ldentifying license compliance and security risks for your IP and internal code base.

e Tracking OS components with Security vulnerabilities.

* How to rectify Opensource issues lurking in your code.




OSS Non-Compliance can prove to be COSTLY! [HRH
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See the light with Flexera! [YRA
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—— Track
OSS Usage

Select °
Secure OSS Components

Manage )

*— Stay Alert
OSS Vulnerabilities v

To New OSS Vulnerabilities

Comply .
With OSS Licenses

A single integrated solution for OSS License Compliance and Vulnerability Risk




Discover and Track All Open Source

SOFTWARE BUILD MULTIMEDIA

PACKAGES CONTAINERS DEPENDENCIES BINARIES e

Hardcore Analysis — High Level to Detailed
* Patented scan and analysis flexibility for varying business needs

Set and Enforce Policies

* Automate the Open Source approval process, and set usage & remediation guidance

Infosystems

COPY +

PASTED COMMERCIAL
SOURCE CODE
CODE
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Integrate security scanning early in your build/development cycle

= HGH = LR = LAY e W REEDUAY CILCNY B LR

» Integrate OSS Secunty into vour build process
Protect vour IF and avoid legal risks @ Get Clean Frst
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Get Automated high level analysis of all your Code
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High Risk

S)

Low Risk

PaCkage Analysis + Scan Evidence for + Source code
Build Dependencies Prioritized Analysis fingerprint analysis
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Detailed dashboards to identify and track open source assets

* Amlexposed to a specific vulnerability?

* Am | exposed to P1licenses issues and high
severity vulnerabilities?

* Are my components outdated?

*  Should I focus my limited analysis resources?




Vulnerability - Fixing

Porting - Product re-architecting

Version - Product re-architecting

Educating - Guide the development team for FOSS usage
Compliance - Seek exceptional permissions from the Contributors

Anonymous license negotiations on behalf of clients
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The lack of training, support and consultation by vendors is a major hurdle in the adoption of OSS. At Lyra, we don’t just
extend these services but we also pro-actively keep you abreast of all developments, so you stay ahead of the market.

We provide services/consultation in the following areas,

¢ Setting up custom open source governance policy
* Harnessing open source best practices
* Setting up initiatives to enhance effectiveness, timeliness and ROI

* Training on FOSS




One CI/CD product that covers your
entire software development
DevOps lifecycle!

GitLab is a complete DevOps
platform!

Spend less time on your
toolchain and more time on
what matters: releasing great
software.

GitLabis =z
complete
Dewlps
platform,
deliverad
as a single

spplication.

GitLab

could

replace

v

Manage

Simce 2016
GitLab added:

Audit

Management

Authentication
and

Authorization
CrevOps Score

Value Stream

Management

an

roadmap!
Code Analytics

Warkflow

Policies

EGitPrime

Plan

Since 2011
GitLab added:

Izsue Tracking
Kanban Boards
Time Tracking

Agile Portfolio

Management

Service Desk

On

readmap:

Reguirements

Management

Quality
Management

@ijlu.lT:m:km
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Create

Since 2011

Gitlab added:

Source Code

Mansgement
Code Review

Design
Mansgemeant

Wiki
Web IDE

Snippets

On

roadmap:

Live Coding

o

ololo)
1

Verify

Since 2012
GitLab added:

Continuous

Integration {1}
Code Quality

Web

Performance

Usability
Testing

On our

roadmap:
Load Testing

System Testing

&

)

Package

Since 2016
GitLab added:

Package

Registry

Container

Regiztry

Dependency

Proogy

On our

roadmap:

Helm Chart

Regiztry

Dependency

Firewall
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Secure

Simce 2017
GitLab added:

SAST
DAST

Secret

Detection

Dependancy

Scanning

Container

Scanning

Licen=s

Compliance

On our

roadmap:
LAST

Fuzzing

©

AL

Release

Since 2018

GitLab added:

Continuous

Delivery

Releaze
COrchestration

Pazes
Review apps

Incremental
Rollout

Feature Flazs

On our

roadmap:

Relesze

Governance

Secrets

Management

(W)

codarash

s

Configure

Since 2018

GitLabk added:

Auto DevOps

Kubernetes

Configuration
ChatOps
Runbooksz

Serverlezs

On our

roadmap:

Infrastructure

as Code

Chaos

Enginesring

Cluster Cost

Optimization

G

CHEF

)

Monitor

Since 2017

GitLab added:

Metrics
Logging
Tracing

Cluster

Monitoring
Error Tracking

Incident

Mamagement

On our

roadmap:

Synthetic
Monitoring

Status Page

Infosystems

L

Defend

On cur

rcadmap:
RASP
WAF

Thraat

Dretection
JEBA,

Vulnerability

Management
DLP

Storage
Secunrty

Container
Metwork

Security




The fastest, most secure way for experts to access
and support the systems that need them.

e Trusted by more than 13,000 Companies
e 15 year history of innovation
e 280+ Employees across US, EMEA, & APAC

e Leaderin secure remote support and access
management
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The #1 Solution to securely access and support any device or system, anywhere in the world!

With BeyondTrust's Remote Support you can,

* Troubleshoot issues and fix end systems off your network with remote control & screen sharing

* Drive team productivity within your helpdesk with features like Bomgar Chat, skills based routing to help your technicians work
more efficiently

* Automatically record all session activity, monitor activity in real time, and produce a detailed audit log for your next audit

* Build brand awareness & foster trust with your end users by customizing & branding your support portal

* Sync up with Active Directory, your ITSM tools, third-party authentication solutions, SIEM tools, or password managers

* Inject credentials into end servers and systems with just one click with RS and Vault integration

* Provide support anytime anywhere via the Bomgar thick client, browser based console, or mobile app

* End users caninitiate support requests from your support portal, Windows applications, or Bomgar Buttons
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SECURE CLOUD o g e

|

bomgarcloud.com .
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The fastest way to protect your most critical assets from cyber threats!

LS

PRIVILEGED IDENTITY PRIVILEGED ACCESS
Continuous, automated Manage and monitor
account discovery privileged access to
protects privileged critical systems...
credentials at scale. without the need of VPN.
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Continuously identify and Assign granular access to Enforce rules for Automatically log access
document critical IT assets, privileged accounts so %a?sswprd COéT’IpAEXIty, activity to satisfy audit
their privileged accounts & that only appropriate lvc;::gltl)j,eara]lz canadnge and compliance

their interdependencies. personnel can loginto synchlgonizeyc,hanges requirements, quickly and

critical systems and across all dependencies. effectively.
infrastructure.
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Discover, rotate and manage credentials for

e Super-user login accounts
e Service accounts

e Application-to-application MRS PATESASERSIIEE e e
passwords

e SSH Keys

. . . LOCAL ADMIN SQL ADMIN
e (loud identities SHARED ACCOUNT B il ol

PRIVILEGED ADMIN
DOMAIN ACCOUNT

saL> Bl
.l El aa | | B’

WEBSITE, ROUTER, SWITCH, SERVER, SQL SERVER, WEBSITE, ROUTER,
3RD PARTY SERVER CLOUD, WEBSITE SWITCH, SERVERS




BeyondTrust Privileged Access

e Eliminate a cybersecurity threat vector
* Meet privileged access compliance requirements

e Give users a privileged access solution t




Hardened Physical appliance

BOMGAR H

Virtual appliance

BOMGAR Bomgar Secure Cloud

ON-PREMISE CLOUD
I.I c E N s I N G * Perpetual * Subscription
* Per node * Per node
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Proactively mitigate cyber threats that bypass traditional enterprise defenses

Mount an adapative, automated, and rapid cyber defense when under attack

Manage the life cycle of privileged credentials across the enterprise data center and cloud
Automates the privileged identity management process at scale

Protect application logins and record session activity (on-premise, cloud or the web)
Quickly remediate advanced threats - including pass-the-hash and golden ticket attacks

Mitigate Auditor Findings and compliance cost and stay compliant within the mandates of PCI DSS, HIPPA, NIST, FISMA etc

Improve IT Staff Efficiency
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Easy to use, flexible, cloud based fully integrated all-in-one management software!

Odoo previously known as OpenERP, is a license free all-in-one ERP software which combines all the features of traditional
ERP as well as providing additional modules for integrating internal business processes of your organization.

Odoo suite of open source business apps covers all your company needs : CRM, website/eCommerce, Billing, Accounting,
Inventory, Manufacturing, Warehouse - and project management, inventory management, Point of sale and many more.
It's easy to use, flexible cloud based fully integrated all-in-one management software.

We specialize in providing Odoo Customization, Maintainance, Consultancy, open source support, new functional and
technical development, Training and End to End Business Process Automation.




Website Apps

Website Builder
Msm

Sales Apps

CRM

Finance Apps

Accounting

eCommerce

J Live chat

E Point of Sale

=18 Invoicin
EY e

ﬁ Blogs

Appointments

s

Expenses

@ Subscriptions

Operations Apps

1=
Inventory !ai Timesheets
&' =
i ) § Helpdesk Documents
\_‘__f

Manufacturing Apps

| PLM

Human Resources Apps

E Recruitment E Employees
Appraisal

Marketing Apps

Marketing Automation Mass Mailing

Project

Equipment

Fleet

s
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| Purchase

Quality
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et in touch with us

ystems Pvt. Ltd.
30 4040 8181 | +91 80 4146

' 14% 3rd floor, 1st Block
la, Bangalore - 560034,
_‘_Lr\dia

.:“;

tewms Pvt. Ltd.
1 420 6939 | +91 124 420

6-B, ABW Towers,
FFCO Chowk,
122002, India

India West

Lyra Infosystems Pvt. Ltd.

Ph: +91 22 6608 9618 | +91 22 6608
9553

Address: Suite 226, Regus Times Square,
Level 02, Unit 1, B Wing, Andheri-Kurla
Road,

Mumbai - 400054, India

Singapore

Lyra Infosystems Pte. Ltd.

Ph: +65 9232 7520

Address: 10 Anson Road, #05-17,
International Plaza, Singapore - 079903




